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Abstract— In this paper, the use of Fast and Gigabit
Ethernet in advanced networked control systems is
studied. Redundant control node scenario is the key
factor for minimum down-time. Ethernet 802.3 protocol is
tested without modification in frame format. Gigabit
Ethernet succeeded to absorb the control traffic of several
wor king machines while Fast Ethernet could not.
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1 Introduction

In general, computer networks are classified as control
networks or data networks. Control networks shuttle countless
small but frequent control signals among a relatively large set
of nodes to meet time-critical requirements of real-time
control systems. Data networks, in contrast, use large data
packets and relatively infrequent burst transmission over a
wide area with high data rate to support the transmission of
large data packets, like the case of Gigabit Ethernet. The key
factor that distinguishes control networks from data networks
is the capability to support time-critical applications[1].

Network architecture allows devices such as sensors,
actuators and controllers to be interconnected together, using
less wiring and requiring less maintenance than point-to-point
architecture. It also makes it possible to distribute processing
function and computing loads into several small units.
Moreover, distributing control between multiple processors
can make the system more robust and fault tolerant whereas
centralized control suffers the drawback of single point of
failure. Interest in computer networks has increased
significantly in the last decade due to networks being
considered as a primary mechanism to simplify the transfer of
information [2].

Depending on the network protocol, a network system may
aso provide attractive features with respect to different
communication models supported. These include
client/server, master/slave (one-to-one interaction), and

publisher/subscriber (one-to-many interaction) [2]-[4]. These
features meet the processes different communication
requirements. Because a common-bus network interconnects
all devices, the information generated by a single sensor can
be easly consumed by several control devices
(publish/subscribe communication mode) without having to
introduce any duplication of sensors or agorithms to
distribute the information as in traditional systems. Therefore,
other devices easily share the information of any device on
the same bus and less hardware setup is needed than in point-
to-point systems.

The performance metrics of network systems that impact
control  system requirements include: access delay,
transmission time, response time, message delay, message
collisions (percentage of collision), message throughput
(percentage of packets discarded), packet size, network
utilization, and determinism boundaries. For control systems,
candidate control networks generally must meet two main
criteriaz bounded time delay and guaranteed transmission;
that is, a message should be transmitted successfully within a
bounded time delay [2]. Unsuccessfully transmitted or large
time-delay messages from a sensor to an actuator may
deteriorate system performance or make a system unstable.
Several protocols have been proposed to meet these
requirements for control systems [1]. The performance
metrics mentioned above are used to determine the efficiency
of the network medium and to provide design specifications
to control parameters such as sampling rates as well as
network parameters such as communication rates.

Linking machines on the production level to be controlled
over network is a new idea. Having production like in the
case of the robotic chapping machine, which is by itself a
real-time system, and connecting it over a network to another
machine like a robotic lathe, and having the controller of each
machine independent and controlling its own machine, with a
supervisory controller that monitors the behavior of the two
systems is an attractive subject to study. With Networked
Control Systems (NCS), decisions and control functions can
be distributed among controllers on the network [5].

This paper introduces the idea of control redundancy.



Several machines connected in-line can share control action
among the various controller nodes present on the line. This
will dramatically decrease production down-time due to
planned maintenance or controller failure. Simulations were
run to test the capability of Switched Ethernet to guarantee
successful operation.

The rest of the paper is organized as follows. Section 2,
starts with a brief discussion of the nature of control networks
and their place in the industrial networking hierarchy. Then,
we give areview of previous works that suggested the use of
Ethernet in control networks. In section 3, the model used in
this study is described. Simulation results are presented in
section 4. Finally, Section 5 has the conclusions of this
research.

2 PreviousWork

2.1 Networked Control Systems (NCS)

A new technique is to have Network-controlled machines
(automated workcell) as described in [6]: the machine is
transformed into a small network. Mainly sensors and
actuators as well as controllers are transformed into nodes
interconnected by a network. Each sensor and actuator
therefore must have a network capability; this is why it is
called smart sensor and smart actuator.

Data transformation from analog to digita and
conditioning to be put in a packet format to be sent over a
network, is done within this smart sensor. Data sent over the
machine network reaches the controller responsible for the
machine control. The controller generates the corresponding
control word. This control word is once more sent over the
network to reach the smart actuator where it is de-capsulated
from its packet format, transformed from digital to analog and
applied to the transducer. This complete flow of data forms
what is known as Networked Control System (NCS).

2.2 Ethernet in NCS

Asdeterminism is essential in performing real-time control,
all previous research was focused on the use of deterministic
protocols when dealing with NCS. Determinism in
transmission delay over the network enables the programmer
to build easy control algorithms to perform the control task.
Once the network is not anymore deterministic in its
transmission delays, the control agorithm must be modified
in order to overcome such non-determinism [7]-[9]. Such
modification is not easy. As Ethernet is not a deterministic
network, research is essential to understand to what extent it
can be used in control networks.

Ethernet was studied as a communication medium for

control networks [2], [5]-[7], [10]-[16]. The performance and
delay of these networks were analyzed. In [6], a study was
conducted to use Ethernet in control by changing the frame
structure for real time packets. Another study was conducted
to design a red-time controller to control traffic of the
communication medium in case of real-time constraints [16].
In [5], Ethernet in NCS was tested with no frame
modification to accommodate real-time as well as non-real-
time traffic in a mixed industrial environment and it was
shown that Gigabit Ethernet had better performance than Fast
Ethernet.

3 Simulation Study

The following scenarios were built to test the possibility of
having two machines modeled for light traffic model (as in
[5]) running on the same controller node with no other
modifications. Usually, these two machines are found
operating with isolated controllers (one controller for each
machine) and they are connected by the industrial floor
network. When the controller of either machine fails, its task
must be shifted to the running machine. This study
investigates the performance degradation of the system.

3.1Controller Functionality

The main function of the controller mounted on the
machine is to take charge of machine control. An added task
now is to help in synchronization. The controller has the
major role in synchronizing two machinesin line. This can be
done by connecting the networks of the two machines
together.

To perform synchronization, the controller of the first
machine sends its status vector to the controller of the second
machine, and vice versa. Status vector means a complete
knowledge of machine information, considering the cam
position for example, the production rate, and so on. These
pieces of information are very important for synchronization,
especially the production rate. This is because, depending on
this statistic, the machines can speed up or sow down to
match their respective productions.

A very important metric also, is the fact that the two
controllers can back-up data on each other. This is a new
added feature. This feature can achieve fault tolerance: in
case of a controller failure, the other controller can take over
and the machine is not out of service. Although this can slow
down the production process, the production is not stopped.

An dternative architecture is to have a supervisory
controller that is always monitoring the status of these two
machines. It intervenes when one of the two controllers is
down. It can even intervene when both are down. This is



another feature to enhance fault tolerance. It is currently
being studied.

3.2Model Description

A light traffic system is a network-controlled machine with
16 sensors, one controller and 4 actuators connected in star
Ethernet (see [5] for more details). The machine is running at
one revolution per second for 60 strokes per minute and is
synchronized for a sampling frequency of 1,440Hz. This
produces 28,800 packets to be handled per second. This
number results from the multiplication of the number of sinks
(actuators) and sources (sensors) by the sampling frequency.

Non-real-time traffic of FTP, HTTP, telnet and E-mail
check, is added. This traffic represents the operator
intervention on the machine.

3.3Simulation Scenarios

Three simulations were run using OPNET [17]. The first
two simulations consist of two light-traffic machines working
in-line with one machine having a failed controller. The failed
controller traffic is switched to the operating controller node.
One simulation uses Fast Ethernet while the other uses
Gigabit Ethernet as communication medium.

The third simulation investigates Gigabit Ethernet
performance with two failed controllers on two machines in-
line with a third functioning machine. In this case, the traffic
of the two failed controllersis deviated to the third controller.
This congtitutes a dramatic increase in real-time load.

Non-rea-time traffic (as in [5]) is added in the three
simulations. This is to verify whether or not the system can
still function and also if it can accommodate real and non-
real-time traffic.

4 Results

Let the sensordactuators of the machine with the
operational controller be called near sensorg/actuators. Also,
let the sensorg/actuators of the machine with the failed
controller be called far sensors/actuators.

Results for Fast Ethernet indicate that the delay is too
large. The real-time delay a packet faces traveling from the
near sensor to the controller and then to the near actuator is
around 732 psec (Fig. 1). This is the sum of the delay the
real-time packet faces traveling from sensor to controller and
the delay it faces traveling from controller to actuator. It
includes all kinds of encapsulation/de-capsulation made on
the different OSl levels and the delay introduced by the
control algorithm itself in the controller. Recall that the time

frame constraint is of 694 usec. Thisis equal to one sampling
period which is the inverse of the sampling frequency of
1,440Hz). For the far sensors and actuators, the delay is again
too large: around 827 usec (Fig. 2).

Results for Gigabit Ethernet indicate that the delay is
small: Only 521 usec round-trip delay for near nodes (Fig. 3)
and 538 usec round-trip delay for far nodes (Fig. 4).

For three machines with only one controller node
operational and running on-top-of Gigabit Ethernet, a round-
trip delay of approximately 567 usec was found for near
nodes (Fig. 5) and approximately 578 usec round-trip delay
for far nodes (Fig. 6).

When non-real-time traffic (of the same nature discussed in
[5]) is applied in order to jam the control traffic in all three
scenarios, a considerable delay is measured. This delay istoo
large and causes a complete system failure because of the
violation of the time constraint of one sampling period.
Because of the 3 msec delay that appears in these
circumstances, non-real-time traffic loads must be prevented
in case of controller failure and change-over, especialy FTP
loads. This is because such FTP sessions take too long to be
executed (response time istoo large).

Final results are shown in figures 1-6 and are tabulated in
Tablel.

5 Conclusions

This study recommends blocking non-real-time traffic in
case of having two machines with only one controller
operational (whether operating at Fast or Gigabit speed). This
can be accomplished by preventing the FTP access at the
application layer under this critical operation.

It is concluded that neither Ethernet speeds can tolerate the
heavy composite load (real-time and non-real-time) applied to
the simulated networks. This is a drawback that is quiet
accepted in case of maintenance. On the other hand, it was
found that Gigabit Ethernet succeeded in accommodating the
real-time traffic and in delivering packets within the required
time frame while Fast Ethernet failed.



Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 1: The End-To-End Transmission Delays For Near Nodes
Using Fast Ethernet (2 machines).

Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 2: The End-To-End Transmission Delays For Far Nodes
Using Fast Ethernet (2 machines).

Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 3: The end-to-end transmission delays for near nodes
Using Gigabit Ethernet (2 machines).

Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 4: The end-to-end transmission delays for far nodes
Using Gigabit Ethernet (2 machines).

Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 5: The end-to-end transmission delays for near nodes
Using Gigabit Ethernet (3 machines).

Packet Delay (seconds) vs. Simulation Time (minutes seconds)

Fig. 6: The end-to-end transmission delays for far nodes
Using Gigabit Ethernet (3 machines)



TABLEI
TABULATED RESULTS
End-to-end End-to-end
Delay, No FTP Delay, FTP
application application
(usec) (msec)
Near N_odes (Fast Ethernet, 730 300
2 machines)
Far N_odes (Fast Ethernet, 2 827 331
machines)
Near Nodes (Gigabit
Ethernet, 2 machines) 521 2.88
Far Nodes (Gigabit
Ethernet, 2 machines) 538 2.89
Near Nodes (Gigabit
Ethernet, 3 machines) 567 15.9
Far Nodes (Gigabit =78 1501

Ethernet, 3 machines)
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